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Secure group communication over MANET using
hybrid Key Management

S.Fiona abishag, Dr.P.Deepalakshmi

Abstract— In many newly emerging network there is a need to provide secure transmission within the network. MANET is one such
network which requires secure group communication.The key concept in security is key management.In the existing key management
systems third party is fully trusted for key generation.Hence the trustworthiness of third party is more important to provide secure
communication.Here we propose a hybrid approach which combines group key agreement and broadcast based encryption
techniques.The major advantage is that it avoids the need to rely fully on a trusted third party.Here we use a provable secure protocol
which provides resistance against blackhole attack such that secure and efficient routes will be provided to reach the destination.Thus the
new paradigm facilitates a fast and secure transmission to remote groups.

Index Terms— MANET,Key management,Information security,Adhoc networks,Group key agreement,Broadcast based

encryption,Blackhole attack.

1 INTRODUCTION

A Mobile Adhoc Network(MANET) is an autonomous system
of mobile routers connected by wireless links the union of
which form an arbitrary graph.The routers are free to move
randomly and organize themselves arbitrarily and hence the
networks topology may change unpredictably.Due to the lack
of infrastructure support,each node acts as a router and for-
wards data packets to other nodes.

MANETs can be classified into three major categories as
Vehicular adhoc networks(VANET),Internet based mobile
adhoc networks(iMANET),Intelligent Vehicular adhoc net-
works(InVANET) ,each having a specific purpose. As there are
many advantages in MANET it can be applied in several areas
such as military battle field, commercial sector,personal area
network,one to many data dissemination,video conferencing
and so on.

Key management is the key concept in MANET.Key man-
agement refers to the management of cryptographic keys in a
cryptosystem which includes dealing with the genera-
tion,exchange,storage,use, distribution and replacement of
keys. The major challenge in MANET is to maintain security
in group communication. Many key management schemes
were proposed previously which still proves to be insecure.In
the present schemes,third party is fully trusted and the pro-
cess of key generation and distribution takes place through the
third party across the insecure network.In our scheme we
propose a new key management technique which overcomes
all the defects and enhances security and secure protocol to
provide resistance against blackhole attack

2 RELATED WORK

Key management is the major security concern in group ori-
ented communication.In MANET it is important to support
group oriented communication such as audio/video confer-

ence and one-to-many data dissemination in battlefield or dis-
aster rescue scenarios and so on.t is a challenging task to
maintain security in group communication over MANET since
the risk of unsecured sensitive information being intercepted
by unintended recipients is the real concern.In the existing
system key management is classified into two groups as
Group key agreement and Key distribution system.At present
these are the two major research areas.The first approach is
group key agreement in which a group of users negotiate the
secret key via open insecure network. All users share the same
secret key to encrypt/decrypt messages. It proves to be secure
for intra group communication as it does not require a central-
ized key server to generate and distribute secret keys to all
users .But in this approach the secret key travels through the
network and hence there is a lot of possibility to hack the se-
cret key and thereby all the information can be hacked.Group
key agreement is more prune to attacks and hence insecure.
The earlier approaches provide effective member join but in
case of member leave it is comparitively high .Tree structure
has been followed which provides efficient member join/leave
and the analysis shows that the lower bound for worst case
cost is O(log n) where n is the number of group members.

In key distribution system a centralized server allocates
the secret key to all users such that only the intended recipi-
ents can read the transmitted message.Member addi-
tion/ deletion is not supported by early key distribution proto-
col.Broadcast encryption is the approach in which the senders
can freely choose the intended recipients to form the initial
group.The Broadcast encryption scheme can be classified into
two categories as symmetric key broadcast encryption and
public key broadcast encryption. In symmetric key scheme the
central key server generates secret keys and broadcasts mes-
sages to users and hence only the key generation center can be
the sender.In public key setting the centralized key server
generates public key in addition to the secret key for all users
so that anyone can play the role of sender.This scheme limits
the number of receivers and only N receivers can receive the
transmitted message.
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Inorder to maintain secure communication it is important
to provide resistance against attacks. MAODV protocols are
used for route discovery in group communication.In route
discovery phase each node sends the RREQ message and
waits for the RREP message from other nodes to obtain the
route to reach the destination.The freshness of route is identi-
fied by the sequence number (ie)sender chooses the path with
the highest sequence number.Black hole is an attack in which
the malicious node blocks the route to reach the destination by
sending highest sequence number .So many research analysis
have proved that security is breached easily in the existing
protocol.

3 MOTIVATION

The existing key management system lacks security since the
third party is fully trusted for secret key generation and distri-
bution.If the centralized server is hacked then security can be
breached easily.Also the key distribution process happens
through the insecure network.Security is under high risk in
the exiting system.The member join/leave is also much expen-
sive and inefficient.The system limits the number of receivers
and also the senders need to be static.The system fails to pro-
vide security against attacks such that data confidentiali-
ty,integrity,availability cannot be maintained.

4 HYBRID KEY MANAGEMENT TECHNIQUE

A new key management technique is proposed which is the
combination of group key agreement and broadcast based
encryption.In this hybrid approach each user generates a pub-
lic,private key pair.The users registers their public key to the
centralized authority and keeps the private key secret.A re-
mote sender who wishes to send messages will retrieve the
public keys of receivers and check their authenticity before
sending messages. After that the sender communicates with
the group of receivers.The major criteria of this key manage-
ment approach is to securely distribute the secret key to the
intended receiver group and here it is done using an encapsu-
lation mechanism.Secure key distribution is achieved using
the algorithms specified below.

e Key generation : The key generation algorithm is
run by each user u; to generate the public/private
key pair.The user takes n,N as their inputs and i as
the index to generate (pkiski) as their pub-
lic,private key pair.The key generation process can
be done offline before the message transmission
starts online.Each user randomly chooses public
key P; which belongs to the group Z, and gener-
ates secret key Si as

Si = gPi
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e Encryption : The encryption algorithm is run by
each sender who wishes to start communication
with the group of receivers.Here a secret session
key k is generated with which messages can be en-
crypted and sent to the receivers.Only the intended
receivers can decrypt the key and hence the mes-
sage.The secret session key is generated as follows.

> Randomly select r,P; belongs to Z, and
compute
Sio = 8" Yio = (Siz/Sin)™ ,c=g

> Extract the public group encryption key as
K =e(S1,51)e(S2,5:).....(Sin-1,Sin)

» Compute
S = Ke(Sin,Si0)e(Si0,5i1)

» Compute secret session key
k=S

»  Broacast the header
Hdr = (Sio, Yi0,¢)

e Decryption : The Decryption algorithm is run by all
the receivers inorder to decrypt the secret session
key hidden in the header and thereby decrypt the
message.The decryption process is as follows.

»  Each receiver Uij publishes
Yij = (Sij+1/551)Sy

»  Each receiver indexed by ij can decrypt the
secret session key
d= Sq.ﬂ“ﬂwij Yij“ Yij+1n-1 ....... Yij.z

> By using d each receiver can extract the se-

cret session key k by computing
k=e(d,c)

Thus the Key generation process with the new key manage-
ment scheme is done in a secure fashion.Here only the intend-
ed receivers can decrypt the secret session key and hence it
proves to be secure.

5 RESISTANCE AGAINST BLACKHOLE ATTACK

Adhoc networks are more vulnerable attacks and security
in adhoc networks is under high risk. MAODYV is rhe protocol
widely used for group communication.The protocol is used to
find routes to reach the destination and it is done using route
discovery process.The node that wishes to communicate will
send a RREQ message to the nearby nodes and waits for re-
ply If the node that receives the request contains fresh enough
route to reach the destination it sends back a RREP message or
otherwise forwards the request the other nodes.The freshness
of route is decided with the sequence number and the node
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which sends reply with high sequence number is selected.The
major issue here is a malicious node may send fake RREP
message to the source with required parameter and assures
packet delivery to destination.Once the packet transmission
starts from the source,the malicious node drops all the packets
without forwarding them to the destination.This may cause a
serious effect in the network.Blackhole is a malicious node
which drops all packets passing through them without reach-
ing the destination.

The proposed Secure MAODV protocol provides ex-
tensive security against blackhole attack.In this protocol the
RREP message from the nodes which have already routed is
only considered.Any new node which sends reply with fresh
routes are also discarded.Also the node which sends timed out
replies are considered as malicious nodes and once the mali-
cious node is found its id is broadcasted to all other nodes in
the network so that further transmission through the mali-
cious node can be avoided.

6 SIMULATION SETUP

The simulation is done using NS2 simulator with 50 mobile
nodes with a flatgrid topology of 1500x300 area.A node is set
as the sender with the group of receivers varying from 10,20..
and so on.Various analysis is performed to measure the de-
lay,speed,packet delivery ratio,throughput and comparision
between the existing and new algorithm to generate secret
session key interms of security.The results shows that trans-
mission takes place in a speed ranging 100m/s.Also the total
delay in communicating within the network is less than 0.1
micro seconds.The security analysis between RSA and pairing
algorithm has proved that our algorithm is more secure since
it uses dynamic key generation and key encapsulation mecha-
nism.Packet delivery ratio is above 85 percent which shows
that dropping of packets is comparatively low .Our algorithm
proves to provide fast and secure transmission to remote
groups.

7 RESULTS AND DISCUSSION

From the simulation results pairing algorithm is considered
more secure for key generation than RSA algorithm.The graph
shows the security levels with number of nodes in x axis and
security range in y axis.
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Fig 1.1 .Comparision between rsa and pair key algorithm in-
terms of security

The above figure shows the security analysis between rsa al-
gorithm and pairing algorithm interms of number of packets
delivered successfully.It has been observed that number of
packets delivered successfully is high in our algorithm. Also it
is proved that pairing algorithm is more secure since it uses
dynamic key generation and key encapsulation mecha-
nism.Here one of the most important feature in our algorithm
is that it does not send the secret session key directly to the
receiver group,instead it sends the index with which the key is
generated.There is no possibility for the intruder to acquire the
key.Hence the message remain secure and can be decrypted
only by the intended receivers.
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Fig 1.2.Time taken for encryption

The above figure shows time taken for encryption with
number of nodes in x axis and time in y axis.The analysis
shows that our algorithm allows user to encryprt messages
faster than using rsa algorithm.
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Fig 1.3.Time taken for decryption

The above figure shows time taken for decryption with
number of nodes in x axis and time in y axis.The analysis
shows that our algorithm allows user to decryprt messages
faster than using rsa algorithm.Hence the message can be read
by the receiver quickly.
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Fig 1.4.Packet delivery ratio

The above figure shows the packet delivery ratio with
number of nodes in x axis and PDR in y axis.PDR refers to the
ratio between the number of packets received to that of the
number of packets sent.As per the analysis PDR is measured
above 85 percent so the dropping of packets is comparatively
very low.
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Fig 1.5.Throughput

The above figure shows the throughput with number of
nodes in x axis and throughput interms of kilobytes per
second in y axis.Throughput is defined as the number of
packets that are successfuly delivered in a specified time.The
analysis shows that throughput is high and packets are
delivered successfully to the destination.Finally the results
shows that our approach is provide secure transmission when
compared to existing approaches.The algorithm proposed for
secret session key generation in our key management
approach can be used to securely transmit messages in the
network.

7 CONCLUSION AND FUTURE WORK

Here we have proposed a hybrid key management ap-
proach by incorporating the ideas of group key agreement
broadcast based encryption.The system proves to be secure
since it does not fully rely on a centralized server.Also Key
generation is done using pairing algorithm which is based on
dynamic key setting and key encapsulation mechanism.The
algorithm is secure since it does not require to send the secret
key directly to the receiver.Inaddition to this Secure MAODV
protocol is proposed inorder to provide resistance against
blackhole attack.Hence end to end delivery is assured without
dropping of packets.Also member join/leave is much easier
compared to previous approach.This approach can be used in
various realtime applications to securely transmit messages.In
future this approach can be used for group communication in
various other types of adhoc network.
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